KASPERSKY SECU RITY OJ1A BVIPTYAJ'I bHbIX CPEL
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BbIBPATb BEPHOE PELUEHUE JIETKO
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CepBepHas BupTtyanusauus O6nayHble
BUPTYanmsauus pa6bounx mect npoBangepsl
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CEPBEPHAA BUPTYAJIU3ALUUA

F'onoBHble 605u:

A 'lTopMbl’ O6HOBNEHMIN 1 MPOBEPOK

A 'OkHa ysa3sumocTi’ Ha BM

A Coxpanenune adpdbekTMBHOCTU NAaTHOPMbI
A CeteBble yrposbl 1 aTaku «HYNEBOrO AHS»

TpebyeTca HageXXHas 3alnTa
$annoBOM U CETEBON aKTUBHOCTU

VMware, Citrix,

l Tonbko VMware Microsoft, KVM l

KSV | be3sareHTckas 3awmTa KSV | Nérkuin AreHT
A Vinterpaums c VMware vSphere and NSX A Mopapepsxka NONyASPHLIX TMNEPBU30OPOB
A MomeHTanbHas 1 nocTtosiHHas 3awmTa BM A CoxpaHeHue pecypco-a3dpdekTMBHOCTM
A HeT nuwiHen Harpysku Ha pecypchbl A Tny60okuin KoHTponb BM nsHyTpu
A Bnokuposka aTak Ha ceTeBom yposHe (IDS/IPS) A MpoakTnBHbIE TEXHONOMMM 3aLLUTDI
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BUPTYAJIU3ZALUUNA PABOYUX MECT

F'onoBHble 60K:

A KoHTponb mpunoxeHunit n ucnonHsembix Gannos
A OnacHble dannbl, CKpUNTbI, WMPPOBAbLINKM

A Mopknouenns He6esonacHbix USB-amckos

A Monb3oBatenu He BoinONHAIOT TpeboBaHus b
A Ceptudukauma — DCTIK, HIPPA, SOX 1 T.n.

TpebyoTca 4ONONHUTENbHbIE YPOBHM 3aLMUThI:
NPUNOXEHNS, NOYTa, YCTPOMCTBa, web-Tpaduk,
a TaKXXe 3alUNTa OT «WNPOBANbLLNKOBY

KSV | Nérkuu AreHT

A Mopnepxka cospemerHbix VDI nnatdopm

A KoHTponb ycTponcTs, nouThl u web-Tpaduka

A 3awmTa VDI MalmH OT «WwWndpPOBabLMKOBY

A KoHTponb akTUBHOCTM 3anyCckaeMblx MporpaMmm

A HIPS n ABToMaTnueckas 3almTa oT DKCNIOUTOB

A CoxpaHenune npoussoantensHoctu ana VDI KASPERSKYﬁ



OBJIAYHbIE MPOBAUAEPDI

FonoBHble 60nu:

A OtcyTtcTBue HapexHOM 3aLmMTbl Bcex BM

A YHUbMKaUmMsa TEXHOSIOTUIM 3aLLUNTI

A CoxpaHenune nponsBoanTenbHOCTH obnaka
A LleHTpann3oBaHHbIN KOHTPOJb U yNpaBieHue
A Tw6kocTb B nnLeH3mpoBaHum (nnmn PAYG)

TpebyeTcs 3aWmMTa, KOTOpas No3BonseT
COXPaHUTb NPON3BOANTENBHOCTb NNATHGOPMbI
n SLA onsa o61a4HbIX CEPBUCOB

ba3soBas 3awmTa YcuneHHas 3aumrta
l (Tonbko ans VMware) (npyrve runepsusopbl)
KSV | be3sareHTcKas 3awumTa KSV | Nérkuin AreHT

A [1na 6a30BOI 3alUMTbHI B O6aKe A Ons MHOIOYPOBHEBOW 3aLLMNThI B O61aKe
A Tny6okas nHTerpaums c VMware vSphere A Moppepxka rM6puaHbIX MHGPACTPYKTYP
A Moppepxka TexHonornn VMware NSX A Bbicokas [OCTYMHOCTb U HaLE@XHOCTb
A HeT «BpegHoM» Harpysku Ha pecypchbl A Pa6oTa B CNOXHbBIX CETEBbIX TOMONOrMSX
A PacwmpenHas 3awmta cetu (IDS/IPS) A CoBeplueHHble TeXHONOrMM 3aLLUTbI
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BE3ANEHTCKA{ 3ALLLIUTA

CepBep 3awuTbl (SVM)

AWnTerpupyetcs ¢ VMware NSX

AHe HyeH areHT Ha 3awmwaembix VM
AHeT nuwHen Harpysku Ha VM 1 xocT
ACkanupyet BJIK u BbIK/1 VM

Cepsep CeTeBoit 3awutbl (NAB)

A3awmTa oT ceTeBbIx aTak

AAnanu3 web-Tpaduka (npoeepka URL)
A3BpucTuyeckuit aHanmsaTop

A3awumTa BCell BUPTYanM3npOBaHHOM ceTu
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1 HeT «aHTUBUPYCHbIX LUTOPMOB»
2 3awuTa BCcex BM Ha xocTe

3 HapexHas 3awmTa cetu

HYPERVISOR
4 MunHMManbHas Harpy3ka Ha XocCT
> VirTerpaus c Viware NSX

6 [lonHag 6e3areHTCKag 3awmTa
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BE3ATEHTCKASA 3ALLUTA A1 VMWARE NSX

Il Mistetsj dedMware NSXj tco d M’
[yt ls j5ek e dz 1 d tels z O dzin glzls (§f )
[ tsdzd Is ts O dzdf o dztd fiff I VPN (IPSec, SSL, L2VPN)

KASPERSKY SECURITY J14 BUPTYAJIbHbIX CPEL
MNpepoTBpaweHune
AHTuBMpyC BTOpPX>XeHuM (IPS)
ABTOMaTU3auuUsa MHTerpauums c
pa3BepTbiBaHUS noanTUKaMmm 6e3onacHoOCTMn

UHTerpaums c ... MHOTOYpPOBHEBas 3alUMTa
MeTKaMu 6e30MacHOCTU nporpammHo-onpeaensemoro LIOJ
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KSV M VMWARE NSX: ABTOMATU3ALIUA

------------------------------------------------------------------------------------------------------
*
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HYPERVISOR

HNo6aBneHne HOBbIX XOCTOB
BUPTYa/iM3auum Tenepb
eLle npoLue BbiNOJIHATD:

HYPERVISOR

- HoBbIM XOCT

- BM nepemeusaiorcs

- 3awmTa NnogHMMaeTCH
aBTOMAaTUYECKM

Bce, cornacHo nonanTtukam
nnatdopmbl VMware NSX

*
-----------------------------------------------------------------------------------------------------
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KSV M VMWARE NSX: NTOJIMTUKU BE3OTNACHOCTW

Ha ocHoBe nonantmuk NSX
CepBUCHI 3aLLUUTbI
rPaHyNIIPHO BKJIIOYAKOTCA
U BbIKJIIOYAlOTCA:

HYPERVISOR HYPERVISOR

, , : - AHTMBMpPYCHas 3almTa
;

- 3awWmnTa OT ceTeBbIX aTak

: MonHas aBTOMaTmnsaums yepes
: MHTerpauuio c nnatpopmou

VMware NSX

*
-----------------------------------------------------------------------------------------------------
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KSV M VMWARE NSX: METKU BE3OTNACHOCTMU

------------------------------------------------------------------------------------------------------
*
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HYPERVISOR

HYPERVISOR

vmware vsphere vimware viphere

*
-----------------------------------------------------------------------------------------------------

Ecnun Kaspersky Bupur

: Bp€JOHOCHYIO aKTUBHOCTb, TO

nnatpopma VMware NSX

HE€3aMea/InTEJIbHO NOoJiy4YaeT

uHPopmaumio 06 aTom!

U Torpa koHurypauus UT

EMHq)paCprKTypbl MOXXET 6bITb

nepectpoeHa nnatpopmomn
VMware NSX nosnHOCTbIO
aBTOMaTUYECKMU
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KSV M VMWARE NSX

Ha kaxpon BM Hy»XHbl:

AVMware Tools (ff ts dzddr j
ANSX File Introspection Driver
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HYPERVISOR

vmware’ vSphere vmware’ vSphere vmware vSphere vmware vSphere
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